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Abstract

Infrastructure-as-code scripts are now widely used to manage cloud deployment, but
automatically generated configuration files often contain incorrect resource dependencies, unsafe
permission settings, invalid network rules, and excessive resource allocation. This study examines
infrastructure script generation under deployment, security, and cost constraints. We propose
DeployAgent, a multi-agent model that coordinates a requirement interpretation agent, a cloud
resource planning agent, a configuration generation agent, a policy verification agent, and a
cost-tuning agent. The requirement interpretation agent extracts service topology, workload scale,
storage demand, access rules, and availability targets from natural-language deployment requests.
The resource planning agent selects cloud components such as containers, load balancers,
databases, storage buckets, and virtual networks. The configuration generation agent produces
Terraform, Kubernetes YAML, and Helm configuration files. The policy verification agent checks
dependency order, namespace isolation, secret exposure, least-privilege access, and network
reachability. The cost-tuning agent adjusts instance size, replica count, autoscaling thresholds, and
storage classes. The evaluation used deployment records from three cloud-native software projects
over a six-month period. These records included 312 real deployment tickets, 1,870 historical
configuration files, 46 service dependency graphs, and runtime logs from 11 Kubernetes clusters.
In the replay experiment, DeployAgent successfully generated deployable configurations for 81.4%
of tickets, while the single-agent model achieved 63.7%. Manual review found that unsafe
permission assignments were reduced from 22.6 cases per 100 scripts to 7.9 cases, and invalid
dependency definitions were reduced by 48.3%. In a staged deployment environment, the rollback
rate decreased from 18.2% to 6.5%. Resource tuning also reduced average monthly cloud cost
estimates by 14.7% without violating CPU, memory, or availability requirements. These findings
show that multi-agent verification can improve the reliability, security, and economic efficiency of
generated infrastructure code.
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1. Introduction

Infrastructure-as-code (IaC) has become a common approach for provisioning and managing
cloud infrastructure because it allows deployment specifications to be stored, reviewed, versioned,
and reused in the same manner as software code. Tools such as Terraform, Kubernetes YAML,
and Helm charts are widely used to define computing resources, network configurations, access
permissions, storage, scaling policies, and application deployment parameters. Despite these
advantages, laC files are highly sensitive to configuration errors. Incorrect resource definitions
may result in deployment failures, excessive privileges, unintended public access, exposed
credentials, or inefficient resource allocation [1]. Previous studies have identified security
weaknesses in Kubernetes manifests and other cloud configuration files, including insecure
network policies, overly permissive access controls, and inappropriate secret management [2,3].
Defects have also been reported in Helm charts and laC state-management processes, where
inconsistencies between declared and deployed infrastructure may affect system reliability and
reproducibility [4,5]. More broadly, machine-learning systems may rely on unintended shortcuts
or spurious correlations rather than the underlying causal information required for reliable
decisions, and identifying and removing multiple such shortcuts has been shown to improve model
robustness [6]. This issue is relevant to automated laC generation because configuration files
contain repeated structural patterns that may allow a model to produce superficially plausible code
without correctly representing deployment dependencies or operational constraints. laC faults can
therefore arise not only from syntax errors but also from tool behavior, incorrect dependency
ordering, invalid access policies, and inconsistencies between configuration intent and runtime
execution [7,8].

Large language models (LLMs) have recently been applied to code generation, software
repair, configuration synthesis, and other software-engineering tasks. They can translate
natural-language requirements into executable code and reduce the effort required to construct
complex deployment specifications [9]. However, generated code may still contain logical errors,
incomplete dependencies, invalid parameters, and security-sensitive operations that are difficult to
detect from syntax alone [10,11]. These problems can be more serious in l1aC than in conventional
application code because a small configuration error may directly affect cloud resources, network
exposure, access control, or operational cost [12,13]. Multi-agent approaches provide a possible
way to improve reliability by decomposing a software task into specialized activities such as
requirement interpretation, planning, code generation, validation, testing, and iterative revision
[14,15]. Recent studies have extended these approaches to 1aC generation, automated deployment
testing, execution-feedback repair, and benchmark-based evaluation [16,17]. Their results suggest
that iterative verification and role specialization can improve generated configurations, while also
showing that successful text generation does not necessarily imply successful deployment [18-22].
Several limitations nevertheless remain in current automated laC generation and validation

methods. Many approaches concentrate on syntactic correctness or static rule checking, while



deployment behavior is examined only through limited test cases. Some systems are designed for
a single cloud platform or a specific configuration language, which reduces their applicability to
heterogeneous cloud environments [23-26]. Security evaluation is also frequently separated from
deployment validation, even though permissions, network exposure, secret handling, and resource
dependencies directly influence whether a configuration can be safely executed [24-28].
Cost-related settings receive even less attention. A configuration may be functionally valid and
secure but still allocate excessive CPU[29-31], memory, storage, or redundant cloud resources. In
addition, benchmark-based evaluation often measures whether a generated file matches a
reference solution, rather than whether it can be deployed successfully and behave correctly under
realistic runtime conditions. These limitations indicate the need for an integrated framework that
evaluates 1aC from operational, security, and resource-efficiency perspectives within the same
generation and verification process[32-35].

This study develops DeployAgent, a multi-agent framework for the automated generation and
verification of cloud infrastructure configurations. DeployAgent organizes the workflow around
five specialized agents responsible for requirement analysis, resource planning, configuration
generation, policy checking, and cost tuning. The framework generates Terraform, Kubernetes
YAML, and Helm configurations and subsequently examines resource dependencies, access
permissions, network rules, secret exposure, deployment constraints, and resource-allocation
settings before the configurations are accepted. Its effectiveness is evaluated using real
deployment tickets, historical configuration files, infrastructure dependency graphs, and
Kubernetes runtime logs, allowing the generated outputs to be assessed beyond surface-level code
similarity or syntax validity. By connecting natural-language requirements with multi-stage
configuration generation, security inspection, deployment-oriented verification, and cost-aware
optimization, this study aims to provide a more practical approach to trustworthy laC automation.
The proposed framework is intended to reduce configuration defects before deployment, improve
the reliability of LLM-generated cloud infrastructure, and provide a reproducible basis for

evaluating multi-agent systems in realistic DevOps and cloud-engineering environments.

2. Materials and Methods
2.1. Sample and Study Setting

This study used records from three cloud-native software projects collected over six months.
The dataset included 312 real deployment tickets, 1,870 historical configuration files, 46 service
dependency graphs, and runtime logs from 11 Kubernetes clusters. A ticket was selected only
when it included a clear deployment request, related configuration files, and a recorded
deployment result. The tasks involved container services, load balancers, databases, object storage,
virtual networks, access-control rules, secrets, and autoscaling settings. Terraform files,

Kubernetes YAML files, and Helm charts were kept in their original formats. Each ticket was



treated as one deployment task. Its linked files, dependency graph, and runtime logs were used as

supporting context.[36-38]

2.2. Experimental Design and Control Conditions

DeployAgent was compared with a single-agent configuration generator. DeployAgent used
five agents for requirement reading, resource planning, file generation, policy checking, and cost
tuning. The control model received the same deployment request and generated configuration files
in one step. Both systems used the same language model, prompt length, input data, output format,
and test environment[39-42]. The original configuration linked to a ticket was not provided during
generation. This prevented the model from copying the reference solution. Each generated output
was first tested in a replay setting and then deployed in a staged Kubernetes environment. This
comparison showed whether separate agent roles and constraint checks improved the generated

scripts.

2.3. Measurement Methods and Quality Control

Terraform files were checked through syntax validation and execution planning. Kubernetes
YAML files were checked through schema validation and server-side dry-run tests. Helm charts
were rendered and linted before deployment. A script was counted as deployable only when it
passed file checks, created the required resources, and reached a healthy service state in the staged
environment. Security checks covered excessive permissions, open network access, exposed
secrets, missing hamespace isolation, and violations of least-privilege rules. Dependency errors
included missing resource links, incorrect deployment order, and invalid network connections.
Monthly cost was estimated with the cloud-provider price catalog used by each project. Tool
versions, cluster settings, security rules, and test images were fixed during the experiment. Two
DevOps reviewers checked the security and dependency results independently. Differences were

discussed until a final decision was reached.

2.4. Data Processing and Model Formulation

Deployment requests and configuration files were converted into a common schema. The
schema recorded resource type, dependency relation, permission rule, network rule, workload
demand, and availability target. Missing information was kept as unknown and was not replaced
with assumed values. Resource cost was scaled before candidate selection. DeployAgent selected
the configuration that obtained the highest combined score for deployment, policy compliance,
requirement matching, and cost:

mgg([aD(c)+BP(c)+yR(c)—65(c)] subject to gj(c)SO, j=1,..,m
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The weights a,B,y, and & represented the importance of deployment status, policy
compliance, requirement matching, and cost. The constraint functions covered access permissions,

network reachability, CPU, memory, storage, and service availability. Deployment success rate
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A value of one indicated that the script passed validation, completed staged deployment, and

was calculated as:

reached the required service state.

2.5. Evaluation Metrics and Statistical Analysis

The main measures were deployment success rate, unsafe permission assignments per 100
scripts, invalid dependency rate, staged rollback rate, and estimated monthly cloud cost. A
deployment was accepted only when all required services were available and no blocking policy
error was found. Cost reduction was calculated from the same tickets under both systems. Results
were reported as percentages or mean values for all tested tickets. Confidence intervals were
estimated by bootstrap resampling at the ticket level. Paired deployment results were compared
with McNemar’s test. Paired cost values were compared with the Wilcoxon signed-rank test. A

two-sided significance level of 0.05 was used.

3. Results and Discussion

3.1. Deployment Success of Generated Scripts

DeployAgent produced deployable configurations for 81.4% of the 312 tickets. The
single-agent generator reached 63.7%. The difference was 17.7 percentage points. The
single-agent model often generated files that met basic format rules but missed service links,
resource settings, or deployment order. DeployAgent first identified the required resources and
their relations, then created the configuration files [24,25]. Fig. 1 shows a linter-feedback loop
used in earlier 1aC generation work. Such a loop can correct errors after file generation, but it does
not fully address planning errors at the start. The higher deployment rate indicates that early

resource planning reduced these errors.
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Fig. 1. Linter feedback for correcting generated infrastructure-as-code files.

3.2. Permission and Dependency Errors

Manual review recorded 7.9 unsafe permission assignments per 100 scripts for DeployAgent,
compared with 22.6 cases for the single-agent model. This was a 65.0% reduction. Invalid
dependency definitions also decreased by 48.3%. The policy-checking agent examined access
roles, secret use, namespace settings, and network rules before the final files were returned. The
resource-planning agent checked links among services, databases, storage, and networks. Earlier
laC generation methods often focused on syntax checks or failed deployments. The findings show

that permission and dependency checks should be part of the generation process [26,27].

3.3. Staged Deployment and Rollback Results

The rollback rate in the staged environment decreased from 18.2% for the single-agent model
to 6.5% for DeployAgent. This was a decrease of 11.7 percentage points. A configuration file may
pass syntax checks but still fail during resource creation. Common causes include missing
dependencies, incorrect access rules, unavailable settings, and unsuitable resource sizes [28,29].
Fig. 2 shows an iterative process that links file generation with deployment checks. DeployAgent
added policy and capacity checks before staged deployment. The lower rollback rate shows that

these checks reduced deployment failures.
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Fig. 2. Iterative generation and deployment validation of infrastructure scripts.



3.4. Cost-Tuning Results and Practical Meaning

DeployAgent reduced estimated monthly cloud cost by 14.7% without breaking the stated
CPU, memory, or availability requirements. The cost agent changed instance size, replica count,
autoscaling thresholds, and storage classes after the service design had been checked. The lower
cost did not result from removing required resources or reducing service availability. Previous laC
studies have mainly assessed file validity and deployment success. Cost is often reviewed after
deployment. The current results show that cost can be checked during script generation. The
dataset covered three projects and staged clusters. Further tests should include more cloud

providers, larger workloads, and long-term billing records.

4. Conclusion

This study evaluated DeployAgent for infrastructure script generation under deployment,
security, and cost requirements. The system used separate agents to read requests, plan resources,
generate files, check policies, and adjust cost settings. It achieved an 81.4% deployment success
rate, while the single-agent model achieved 63.7%. Unsafe permission assignments fell from 22.6
to 7.9 cases per 100 scripts. Invalid dependency definitions decreased by 48.3%, and the rollback
rate fell from 18.2% to 6.5%. Estimated monthly cloud cost decreased by 14.7% without reducing
required CPU, memory, or service availability. The findings show that generated infrastructure
files should be checked for service links, permissions, network rules, and resource cost before
deployment. DeployAgent may support DevOps teams and cloud deployment platforms that need
safer and lower-cost configuration files. The study included only three projects and staged
Kubernetes clusters. Future work should test more cloud providers, larger systems, real production

workloads, and long-term cost records.
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